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INTRODUCTION

Descriptors like “Information Society” and “Civil Society” (with or without capital
letters) receive significant play these days, especially in association with the Internet.
Deciding who is in and who is out is certainly not an uncontroversial matter. “Civil
society” is frequently delineated by whom it excludes — for-profit organizations operating
in the market economy and the state itself.* In contrast, for those involved in the debates
surrounding Internet governance, the “Information Society” has been defined broadly to
include not only non-profit organizations such as NGOs, but governments and industry as
well.? Admittedly, the latter approach is not without its dangers — in particular, the risk
that broader public interests will be eclipsed by the profit-maximizing objectives of
industry or the potentially self-interested (and culturally specific) politics of elected
officials.®> While recognizing a need for caution, this article approaches the term “civil
society” broadly in the context of Internet hate propaganda for both practical and
philosophical reasons.

On a practical level, many approaches to Internet hate require interaction among
individual citizens, Internet and technology-based businesses, NGOs and governments.
Individual citizens and citizen collectives have been and will continue to be essential not
only in terms of their own actions against Internet hate, but in mobilizing action by key
industry and governmental stakeholders. Taking a broader approach is equally important
at a philosophical level. Canada and many other countries around the world recognize
hate speech as an offence against the public good in their criminal and human rights law.
The recognition and disapprobation of the harmful personal and social effects of hate
speech® through public enforcement mechanisms is essential to fostering the equality and
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liberty of all. While dedicated citizens, citizen coalitions and private industry can and
should continue to work toward solutions, private initiatives should not be considered
substitutes for government regulation of this important matter of public policy.

Strong public expressions of disapprobation of hate propaganda through legal regulation
and proceedings, as well as publicly accountable private action are essential components
in a robust strategy to address both the immediate individual and long-term broader social
harms of Internet hate. The next six sections analyse some of the options for members of
civil society in addressing Internet hate speech — including triggering legal action,
implementing filtering technologies, educating Internet users, reporting to hotlines and
Internet Service Provider (“ISP”) self-regulation.

l. CIVIL SOCIETY’S ROLE IN TRIGGERING LEGAL ACTION

The law is one potential element in a civil society strategy against Internet hate
propagation. As discussed in other articles in this issue, available legal avenues include
initiating criminal investigations,® and human rights complaints,” as well as lobbying for
adoption of international initiatives against Internet hate propagation.? Less often
discussed is the role that contract and labour law might play in restricting Internet hate
propagation and its effects.

Contract claims have come into play in the context of acceptable use policies ("AUPs”)
that frequently form part of a subscriber’s contract for services with his or her ISP. AUPs
often include language indicating that ISPs will take action in relation to offensive and
illegal content by, for example, terminating the service of offending subscribers. 1SPs
who have undertaken such a responsibility, but allegedly failed to make reasonable
efforts to minimize or eliminate discriminatory content have been subject to actions for
breach of contract.” However, AUPs tend to be drafted to reserve maximum flexibility
for ISPs in terms of deciding whether to take any action at all. As a result, attempts to use
contract claims relating to AUPs have generally proven to be relatively weak options in
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responding to Internet hate propaganda.'® Nevertheless, the presence of anti-
discrimination language in AUPs may well play an important role in convincing an ISP to
remove content from its servers without having to resort to legal action, an issue
discussed in further detail below in part V.

Civil actions aimed at addressing hate propaganda through intellectual property
infringement claims,*! damage to property claims where spam is involved,*? and libel
actions® present different, but similarly perplexing problems in relation to confronting
Internet hate propaganda. Further, these kinds of strategies tend to require focus on the
individual harms of hate propaganda and impose considerable burdens on private
individuals to address a very public and systemic problem.

A potentially more collective, yet private, legal approach might be fashioned on the
model of grievances filed by unions of library employees relating to Internet
pornography. The unions alleged that patron viewing of Internet pornography on library
computers poisoned their work atmosphere contrary to anti-discrimination provisions in
their respective collective agreements.* In the case of the Ottawa Public Library, the
resulting settlement of the grievance led to review and modification of the Library’s
Public Internet Access Policy that arguably stand to benefit not only library employees,
but also other members of the public using library services.'

Il. PRIVATE IMPLEMENTATION OF TECHNOLOGICAL SOLUTIONS

Technological “solutions” such as filtering and zoning could be employed by
members of civil society in order to address online hate. Filtering involves the use of
computer software that prevents certain content from appearing on the computer screen
of the individual user.® Zoning is a technique that could be used to accumulate certain
types of Internet content in cyberspace “locations”, only to be accessed by persons with
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the appropriate password."” However, both filtering and zoning suffer from practical
problems that undermine their viability as total (or perhaps even partial) responses to
online hate.'® Further, their implementation may be philosophically contested in that
each mechanism suggests that there is a legitimate place for hate propaganda and places
the burden of avoiding those spaces on those likely to be “harmed” or “offended”.
Canadian law recognizes that the problem with hate speech goes beyond its “offensive”
nature, harming both the individual members of target groups who come into contact with
it, as well as threatening the public interest in building an equality-respecting society.'®
While individual implementation of filters, such as Hate Filter designed by the Anti-
Defamation League (“ADL")*® may well assist members of target groups in avoiding the
harms associated with coming into contact with hate speech, additional measures are
needed to address the broader social harms associated with those who continue to
distribute, access and receive such content.

I1. CIVIL SOCIETY AS EDUCATOR

Civil society can play an important role in educating the public with respect to
online hate, using the technology itself to further collective goals of empowerment.
Some of the key functions that members of civil society can play include identifying hate
speech online, collecting statistics and reporting on the nature and scope of the problem.?
Civil society groups such as the Simon Wiesenthal Center,?? the Anti-Defamation
League?® and the Southern Poverty Law Center* have set up websites to serve a number
of these purposes simultaneously. In addition, they and other civil society organizations,
such as Media Awareness,*® have dedicated themselves to public education — to
combating the misinformation that characterizes much hate speech with accurate
information. Empowering current and future generations with information and critical
thinking skills comprises an essential component in a strategy for promoting the public
interest in developing an equality-respecting society.

V. HATE SPEECH HOTLINES & OTHER COOPERATIVE VENTURES

Hotlines could also play a key role in the struggle to educate the public about
online hate, as well as assisting law enforcement. Hotlines allow members of the public
to report incidents of illegal and offensive content, which members of the hotline
organization investigate and can report to the relevant authorities.®
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To date, however, Canada’s national hotline, cybertip.ca, addresses only child
sexual exploitation online, and not hate speech per se.”” Some national hotlines, such as
those provided by the Freiwillige Selbskontrolle Multimedia-Diensteanbeiter (“FSM”) in
Germany,? the Internet Watch Foundation in the United Kingdom,?® the Australian
Communications and Media Authority,*® and the Complaints Bureau for Discrimination
on the Internet in the Netherlands,®* are specifically set up to receive reports on racist,
hateful and other forms of discriminatory content, in addition to sexually exploitative
material. International efforts such as INHOPE® and the International Network Against
Cyber Hate (“INACH”)* make possible the sharing of information and reporting across
borders, and so partially address some of the challenges presented by the medium’s
multi-jurisdictional nature.

IV. ISP SELF-REGULATORY INITIATIVES

ISPs and ISP associations, sometimes in concert with the efforts of other members
of civil society, have taken steps to address ISPs’ role with respect to hateful content
housed on their servers.®* ISP associations such as the Canadian Association of Internet
Providers (“CAIP”) and the German FSM have drafted codes of conduct for use by their
members that include procedural and substantive mechanisms for dealing with online
hate.*® In the case of the FSM, association members can be sanctioned publicly for
failing to adequately address complaints relating to online hate speech.®* Unfortunately,
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in many other cases, codes of conduct and self-regulatory initiatives of ISPs are treated
merely as guidelines, with little or no mechanism for enforcement.*’

Nonetheless, there are a number of examples of ISPs removing content,
modifying their services and/or discontinuing service to those engaged in publishing
online hate in response to individual complaints.®® Private initiatives of this sort have
proven to be a useful tool in terms of flexibility and prompt response times. However, it
may be risky for our anti-hate propaganda strategy to rely too heavily on the largely
unscrutinized choices of private ISPs on an issue like hate propaganda, which so directly
engages public interests in equality and multiculturalism, and the mutual respect for
diversity essential to them.

CONCLUSION

Numerous options are open to members of civil society seeking to address the problem of
Internet hate propaganda. While no single option offers a solution on its own, broad-
based efforts involving strategic alliances among citizens, citizen coalitions, industry and
government provide a strong foundation from which to engage in visible, publicly
accountable action against this individually and socially harmful content.
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